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Purpose and Aims

Purpose

Demonstrate the importance of security in QR Codes

Study a current malware entry vector and cibersecurity topic

Aims

Deeper knowledge in QR Codes

Understand the vulnerabilities
Exploit those vulnerabilities

Showing recent past attacks
Attacking ourselves using QR Codes

Learn how to secure QR Codes
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Technology

QR Codes: What are they?

Quick Response Code

Invented in 1994 by a Japanese automotive company (D. Wave)

2D Coded information

Up to 3Kb of data (177 x 177 is the maximum)

40 versions. 21 x 21 the 1st one. 4 x 4 jumps

Error-correcting algorithm
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Examples of attacks

Recent incidents

Massive growth of QRs due to COVID-19

More and more usual in ciberattacks
Quishing and Social Engineering

Fake legit and secure image
The victim is who does the action
Curiosity
Everyone has a QR scanner in their hands
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News and attacks

de los Santos & M. Bemposta UDC & UVigo Malware and QR Codes April 26th, 2022 11 / 25



Introduction Incidents Vulnerabilities and Exploits Lab part Mitigation and Contermeasures Conclusions

Examples of attacks

News and attacks

de los Santos & M. Bemposta UDC & UVigo Malware and QR Codes April 26th, 2022 12 / 25



Introduction Incidents Vulnerabilities and Exploits Lab part Mitigation and Contermeasures Conclusions

Vulnerabilities and Exploits

de los Santos & M. Bemposta UDC & UVigo Malware and QR Codes April 26th, 2022 13 / 25



Introduction Incidents Vulnerabilities and Exploits Lab part Mitigation and Contermeasures Conclusions

Common vulnerabilities

Common vulnerabilities and exploits

Common vulnerabilities

Can carry URL data type

Automatic URL open when they are read

Permissive readers

They are easy to create

They could be anywhere

They do not have own security measures (integrity or authenticity)

Common exploits

Quishing and QRLjacking

Malware download

Command execution

Change color of concrete squares
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1. Hacking with QRgen

Python based tool

Autogenerated QR payloads

Multiple types: SQLi, XSS, LFI...

Customized exploits

2. More elaborated attacks

Customized attacks

WiFi connection

Malicious website tailor-made

Using Setoolkit and Metasploit [Practice 4]
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Real Time/Video Demo

Video Demo
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Mitigation and Contermeasures

Avoiding the attacks

Secure backend against command injection

Check insecure sources: WiFis, websites, APKs...

Legit QR Scanners and secured QR-based login systems

Securing QR Codes

SQR Codes

CIA plugins

Victim-side measures
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Conclusions

Main aspects

Massive growth of every aspect related to QRs

Technology with great potential

Important security component

Risky, vulnerable and not easy to secure

The human side is the most important
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